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Abstract. SAs provide a high-level model of large, complex systems
using suitable abstractions of the system components and their interac-
tions. SA dynamic descriptions can be usefully employed in testing and
analysis. We describe here an approach for SA-based conformance test-
ing: architectural tests are selected from a Labelled Transition System
(LTS) representing the SA behavior and are then refined into concrete
tests to be executed on the implemented system. To identify the test se-
quences, we derive abstract views of the LTS, called the ALTSs, to focus
on relevant classes of architectural behaviors and hide away uninterest-
ing interactions. The SA description of a Collaborative Writing system is
used as an example of application. We also briefly discuss the relation of
our approach with some recent research in exploiting the standard UML
notation as an Architectural Description Language, and in conformance
testing of reactive systems.

1 Introduction

Software testing comnsists of the dynamic verification of a program’s behavior,
performed by observing its execution on a selected set of test cases [5]. Depending
on the strategy adopted for test selection, and on the notation and technologies
employed in development, testing can take myriads of forms.

Traditionally, software testing was mostly a manual, error-prone and expen-
sive process, whose importance in achieving quality was underestimated. Re-
cently, however, more emphasis is given to this phase, and more rigorous and
automated approaches are sought. In particular, as opposed to ad-hoc derivation
of test cases based on the tester’s intuition, the highly greater value of systematic
derivation of test cases from a model of the system (model-based testing) is now
generally recognized.

Conformance testing checks that an implementation fulfills its specifications,
and a suite of black-box tests is executed in an attempt to “capture” all and only
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the relevant behaviors. The usage of formal methods in software development was
initially advocated in the specification and design stages, to allow for the formal
verification of system properties, and for supporting formal refinement along
the subsequent development steps. However, as several recent studies suggest
(e.g., [18,43,44,28]), formal methods can be also advantageously employed in
conformance testing, allowing for the systematic and automated synthesis of test
cases from a system’s formal model.

For large, complex systems, the testing task is usually organized into stages,
i.e., it is partitioned into a phased process, addressing at each step the testing
of increasingly larger subsystems. The aim is to keep complexity under control
and to eventually reach the final stage of system testing with all the composing
subsystems extensively tested. At each stage, the strategies that can be used for
tests selection are closely related with the object under test (e.g., its abstraction
level, the modelling notation, etc.).

With the emergence of Software Architecture (SA) as an autonomous dis-
cipline to describe and analyze large, complex systems, several authors have
advocated the use of the architectural models also to drive testing, and in par-
ticular to select relevant behaviors of interactions between system components,
based on the early SA specification.

The topic of architectural testing has thus recently raised some interest,
and some contributions have been proposed. In [40], the authors define six
architectural-based testing criteria, adapting specification-based approaches; in
[7], the authors analyze the advantages in using SA-level testing for reuse of
tests and to test extra-functional properties. In [22] Harrold presents approaches
for using software architecture for effective regression testing, and in [23], she
also discusses the use of software architecture for testing. In [41], the authors
present an architecture-based integration testing approach that takes into con-
sideration architecture testability, simulation, and slicing. However, to the best
of our knowledge, our approach is the only comprehensive attempt to tackle the
whole cycle of SA-based testing [38, 8, 9]. It spans the whole spectrum from test
derivation down to test execution, and relies on empirical hands-on experience
on real-world case studies.

Our approach is based on the specification of SA dynamics, which is used
to identify useful schemes of interactions between system components, and to
select test classes corresponding to relevant architectural behaviors. The goal
is to provide a test manager with a systematic method to extract suitable test
classes for the higher levels of testing and to refine them into concrete tests at
the code level.

The approach relies on a formal description of the SA. In particular, we refer
to a Labeled Transition System (LTS), modelling the SA dynamics. In general, an
LTS provides a global, monolithic description of the set of all possible behaviors
of the system; a path on the LTS can be taken as a test sequence. The problem
is that the LTS describes a vast amount of information flattened into a graph.
Trying to enforce any coverage criteria on the LTS would be out of question. We
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need means for tackling the state-space large scale problem, and for selecting a
manageable number of test sequences.

In our approach, we provide the software architect with a key to decipher the
LTS by building an Abstract LTS (ALTS), that represents a suitable abstrac-
tion of the LTS. ALTSs offer specific views of the SA dynamics by concentrating
on relevant features and abstracting away from uninteresting ones. Intuitively,
deriving an adequate set of test classes entails deriving a set of paths that ap-
propriately cover the ALTS.

Then the architectural tests must be refined into code-level tests in order to
be executed. To this end, we have followed a stepwise, manual methodology, to
deal with the lack of a formal relation between the SA description and the code.

The technical underpinnings of our SA-based approach are in line with recent
research in conformance testing of reactive systems, that also uses an LTS for
modelling the behavior semantics of a formally described system [43, 44, 28]. In
the paper we will discuss the relation between these two research areas.

The approach we describe here relies on an input description of the SA com-
ponents into the FSP language [21, 34]. However, a large interest comes from
industry for using the standard UML as the Architectural Description Language
(ADL). With a rigorous use of UML state diagrams and of appropriate stereo-
types and tags this is a potential useful generalization of our approach. We only
briefly outline how this will be done in future research.

The paper is structured as follows: in the next section we introduce some basic
concepts of software testing, focusing more extensively on model-based testing
from LTS. In Section 3 we overview issues in SA-based testing. Our approach is
then presented in Section 4: we describe the Test Selection stage (in Subsection
4.1), and the Test Execution stage (in Subsection 4.2). An example of application
of the approach to a case study is illustrated in Section 5, and details on the tools
used are provided in Section 6. We finally discuss in Section 7 the relation of our
approach with some recent research in exploiting the standard UML notation
as an ADL (Subsection 7.1), and in conformance testing of reactive systems
(Subsection 7.2). Conclusions and future plans are drawn in Section 8.

2 Software Testing

Software testing refers to the dynamic verification of a system’s behavior based
on the observation of a selected set of controlled executions, or test cases [5].

2.1 Basic Concepts

Testing is a crucial part of the software life cycle, and recent trends evidence the
importance of this activity along the whole development process. The testing
activities have to start at the requirement specification-level and have to be
propagated down to the code-level, all along the various subsequent refinement
steps. As discussed in [6], testing involves several demanding tasks: the ability
to launch the selected tests (in a controlled host environment, or worse in the



4 Bertolino et al.

tight target environment of an embedded system); deciding whether the test
outcome is acceptable or not (which is referred to as the test oracle problem);
if not, evaluating the impact of the failure and finding its direct cause (the
fault), and the indirect one (Root Cause Analysis); judging whether the test
campaign is sufficient, which in turn would require having at hand measures
of the effectiveness of the tests: one by one, each of these tasks presents tough
challenges for the tester.

However, the problem that has received the highest attention in the literature
is by far test-case selection: in brief, how to identify a suite of test cases that is
effective in demonstrating that the software behaves as intended, or, otherwise,
in evidencing the existing malfunctions. Clearly, a good test suite is in fact the
crucial starting point to a successful testing session.

In contrast with the conventional practice of handcrafted ad-hoc test cases,
or of random input generation, many methods for systematic test selection have
been proposed in the past decades [5]. No method is superior to the others,
thus several methods should be used in combination throughout the lifecycle,
with focus shifting, as development proceeds, on differing aspects of software
behavior, and also on differing projections of the system.

The term model-based testing refers to test case derivation from a model
representing the software behavior. Indeed, testing is always against an expected
behavior: the difference being essentially whether such a model is explicit (which
is clearly better!), or implicit, i.e., in the mind of the testers. In particular,
when there exists a specification of the system to be tested in some formal
language, this can be used as the reference model both for test-case selection
and as an oracle. This allows for rigorous mathematical analysis, and automated
processing.

Testing an implementation against its (formal) specifications is also known as
conformance testing, which, looking at the big picture of test strategies, belongs
to the black box class, because we do not consider the internals of a system, but
only its input/output behavior.

After the test cases are derived from the specifications, two major problems
remain to be solved: traceability and test execution.

— Traceability concerns “relating the abstract values of the specification to
the concrete values of the implementation” [18]. In fact, the synthesized
test cases describe sequences of actions that have an interpretation at the
abstract level of the specification. To be able to execute these tests on the
code, we need to refine the test cases into more concrete sequences, that have
a meaningful interpretation in terms of the actual system I/O interface.

— Test execution entails forcing the Implementation Under Test (IUT) to exe-
cute the specific sequence of events that has been selected. A problem arises
with concurrent programs which, starting from the same input, may exercise
different sequences of interactions (among several concurrent processes) and
produce different results. This problem has already been analyzed in the
literature, and deterministic- and nondeterministic-testing approaches have
been proposed. In nondeterministic testing, the approach is to repeat the
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launching of a program run under some specified input conditions several
times until the desired test sequence is observed (or a maximum number of
iterations is reached). In contrast, the deterministic testing approach (pro-
posed by Carver and Tai [14]) forces a program to execute a specified test
sequence by instrumenting it with synchronization constructs that determin-
istically reproduce the desired sequence.

2.2 Testing from Labeled Transition Systems

While formal testing includes several research directions, we restrict here to test
derivation from Labelled Transition Systems, for which a quite mature theory of
conformance testing now exists. We recall the definition of an LTS:

Definition 1. A Labeled Transition System (LTS) is a quintuple (S, £, Sy, Sx, 7T ),
where S is the set of states, £ is the set of distinguished labels (actions) denoting
the LTS alphabet, Sy € S is the initial state, Sy C S is the set of final states,

and 7= {L C S x 8 |l € L} is the transition relation labeled with elements
of L.

This theory has been originated by Tretmans [43,44], rooting on earlier re-
sults on equivalence testing of transition systems [17]. It addresses the confor-
mance testing of reactive systems (i.e., systems which behave by reacting to the
environment stimuli). The following of this section refers to work from [43,44,
28], to which we send for further information.

The aim of a formal testing framework is to define a conformance relation
between the implementation I and the (formal) specification S. Such a relation
precisely establishes when [ is a correct implementation of S. However, to do
this, we need to reason on the naturally informal implementations as if they were
formal objects [46]. The prerequisite to this is the test hypothesis: this consists
into assuming that I can be modeled by a formal object MOD (even though
it is not required that this model MOD is known a priori), such that all the
observations that we can take (of the black boxes) of I and of MOD along the
executions of all defined test cases cannot be distinguished. In such a way, we
can formally define an “implementation relation” (imp) that correlates S with
MOD: then, we conclude that I conforms to S iff MOD is imp-correct with
respect to S.

When a test is executed, what we observe are the outputs provided by the
implementation. Translated in practical terms, the test hypothesis is what allows
a tester to assume that the output observed for one test case can be taken as
a representative for (infinite) many other possible executions. The set of all
executed test cases forms an observational framework.

In Tretmans’ approach, both the specification S and the model MOD of
the implementation I are expressed using Input/Output Transition Systems
(IOTSs), an extension of the classical LTS model, in which the set of actions
are partitioned into the Input actions and the Output actions. This partition is
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useful for testing purposes, to allow the tester to distinguish between the con-
trollable events and the observable events, respectively. Also the possible absence
of Outputs is modelled, using the special action quiescence, labelled by § (and
observed in practice by means of timers). Moreover, it is assumed that all inputs
are enabled in any state.

The implementation relation ¢mp used is of the form ioco, that is a relation
holding when M OD can never produce an output (included ¢) which could not
have been produced by S after the same sequence of actions, or trace [46].

Having established formally a conformance relation, formal techniques can
now be used to automatically derive from the IOTS of the specifications an
ideal test suite T, i.e., a set of tests by which for any implementation its ioco-
correctness can be established. This ideal test suite is called complete, and holds
the properties of soundness: conformant implementations are never rejected,
and exhaustiveness: all non conformant implementations are rejected. The latter
property however would require infinite test suites in almost all practical cases,
therefore a selection of a finite test suite is made, by which only soundness is
preserved, while exhaustiveness is lost.

The selection can be made randomly, as currently implemented in the TorX
tool [42]. Alternatively, the tester can use his/her knowledge of the implementa-
tion under test and of the context to guide the selection; this second approach is
implemented in the TGV tool [28] and is formalized through the notion of a test
purpose [28,46]. Informally, test purposes describe the behaviors to be tested.
More formally, they are themselves modelled by I/O automata, plus two distinct
sets of trap states called Accept and Refuse.

Both TorX and TGV have been experimented on several case studies, some
of industrial size, and are now quite mature. Although their use clearly requires
some expertise in formal methods, which is not obviously yielded in standard test
laboratories, they demonstrate that formal testing can and should be pursued,
to get more effective test suites.

3 Software Architecture and Testing

SA represents the most promising approach to tackle the problem of scaling
up in software engineering, because, through suitable abstractions, it provides
the way to make large applications manageable. Nowadays, SA descriptions are
commonly integrated into the software development process, e.g. [24, 4].

However, SA production and management are, in general, quite expensive
tasks. Therefore the effort is worthwhile if the SA artifacts are extensively used
for multiple purposes. Typical use of SA is as a high-level design blueprint of the
system to be used during system development and later on for maintenance and
reuse. In particular, the importance of the role of SA in testing and analysis is
evident.

As witnessed in this book, SA formal dynamic descriptions are used for many
different kinds of analysis. We are here interested in SA primarily as a means for
driving the testing of large, complex systems. Our concern is on exploiting the
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information described at the SA level to drive the testing of the implementation.
What we discuss in Section 4 is how formal SA descriptions (and the obtained
models) can be used for testing purposes. In other words, we assume the SA
description is correct and we are investigating approaches to specification-based
integration and system testing, whereby the reference model used to generate
the test cases is the SA description.

In general, deriving a functional test plan means to identify those classes of
behavior that are relevant for testing purposes. A functional equivalence class
collects all those system executions that, although different in details, carry
on the same informative contents for functional verification. I.e., the tester’s
expectation/hope is that any test execution among those belonging to a class
would be equally likely to expose possible non conformities to the specification.

These high level tests are finally passed to the software tester, who has to i)
derive code level tests corresponding to the specified architectural test sequences,
and ii) actually run the tests and observe if the current implementation conforms
to its architectural model. We say that the implementation does not conform to
the specification if some interactions described at the architectural level would
not be allowed in the implementation.

However, despite the high-level of abstraction, the SA can be still too complex
to be described and managed, especially in industrial contexts. A strategic tool
to manage the description of real systems is the use of views, by which different
aspects of the system can be handled separately. Several slightly different types
of views are defined in different approaches, e.g., [24, 30, 27], and different nota-
tions, generally graphical, have been introduced for views representation. Also,
approaches have been proposed to check views consistency.

4 An Approach to SA-based Testing

The goal of our approach is to use the SA for code testing. As the starting
point for this approach, we assume that the software architect, by looking at the
SA dynamics from different viewpoints, defines various observation functions, in
brief obs-functions, over the SA model. Each obs-function highlights a specific
perspective of interest for a test session; in line with what we said above, it
identifies a specific SA view. In fact, by applying an obs-function to the LTS, an
Abstract LTS (ALTS) is automatically generated, which is a reduced LTS show-
ing only interesting behaviors according to the selected view. This graph offers a
much more manageable model than the original LTS. The software architect can
thus choose on it a set of important patterns of behaviors (paths over the ALTS)
to be tested. Finally, these high-level tests are passed to the software tester, who
runs the tests and observes whether the current implementation “conforms” to
its architectural model.

Summarizing, our approach to SA-based testing consists of four logical steps:

— Step 1: Definition of an obs-function relative to a selected test concern;
— Step 2: Derivation, from the SA LTS, of the Abstract LTS (ALTS) corre-
sponding to the defined obs-function;
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— Step 3: Selection of a set of test classes over the derived ALT'S;
— Step 4: Execution of the selected tests on the source code.

These four steps altogether cover both stages of testing: the selection stage,
in which some criterion is applied to select a suitable set of test cases, and the
execution stage, in which the selected tests are executed against the imple-
mentation.

The first stage is covered by Steps 1 to 3: they form a rigorous method to
extract architectural tests from an architectural specification, which has been
first presented in [8]. The first stage is where application of formal methods
mostly helps. Step 4 covers the second stage: it deals with the execution of these
tests at the code level, and has been discussed in [9]. As far as the fourth step
is concerned, we cannot always rely on a strictly formal refinement process from
SA to code. We use a less formal approach which comes out of our experience
in dealing with a real-world case study [9].

In the following of this section we provide a brief description of our approach.
A detailed description can be found in [38].

4.1 Test Selection Stage

From the SA specification of the system under analysis, we derive an LTS which
models the SA dynamics. Such LTS can be automatically generated from formal
ADLs [25, 2,21, 33] or drawn using existing formalisms (e.g., UML state diagrams
or Harel’s statecharts).

LTS node and arc labels represent, respectively, states and transitions rele-
vant in the context of SA dynamics. A path p on an LTS, where p = Sy A,
Sy 2 5, s S, is a complete path if Sy is the initial state and S, is a
final state. Hereafter, for the sake of brevity, an LTS path will also be denoted
by its sequence of labels (e.g., p = 1;.12. ... .1,). In the following, we use the terms
LTS “labels” and “actions” interchangeably.

In principle, the LTS can directly be used as the reference model for deriving
the test scenarios. The problem is that this graph provides a global, monolithic
description; it is a vast amount of information flattened into a graph. Extracting
from this global model the observations of system behavior that are relevant for
validation is a difficult task.

This is a problem that always arises in formal testing: with the exception of
very small routines, we need ways for exploring the LTS and deriving represen-
tative behaviors that constitute the test suite.

The basic idea of our SA-based test approach is to allow for the formal
derivation (from the LTS) of reference models for testing, each representing a
relevant pattern of behavior which we want to focus attention on. In other words,
our approach provides software architects with a key to decipher the LTS.

As we have discussed earlier in Section 3, a common practice in the analysis
of complex systems is to derive from the global SA model a set of simplified
models that provide different system views. We do this here by partitioning the
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LTS actions £ into two groups: relevant interactions R (i.e., those we want to
observe by testing) and non-relevant interactions N'R (i.e., those we are not in-
terested in at this time), so that £L =R U N'R and R N N'R = (). Formally, we
define an obs-function that maps the relevant LTS labels to a specified interpre-
tation domain D, whereas any other (non-relevant) one is mapped to a distinct
element 7. The obs-function may also be considered as a hiding operator that
makes a set of actions invisible to its environment and may relabel the others in
an interpretation domain D. The relabeling may help emphasize the semantic
meaning of observable actions. More precisely:

obs : L — L/, so that

obs(re R) =d eD,obs(ne NR)=71,and L' =DUT.

We can also extend the obs-function definition to LTS paths so that if p =
li.1s. ... 1, obs(p) = obs(l1.1a. ... 1,) = obs(ly).0bs(la). ... .0bs(ly,).

We then use the obs-function as a means to derive a smaller automaton from
the LTS which still expresses all high-level behaviors we want to test, but hides
away any other irrelevant behavior. The automaton is called an Abstract LTS
(ALTS).

The ALTS is obtained from the LTS via two transformations: i) by relabeling
each transition in LTS according to the obs-function, and ii) by minimizing
the resulting automaton with respect to a selected equivalence relation. The
relabeled automaton is called the ObsLTS, and the minimized one is the ALTS.

For minimization, we analyzed trace- and bisimulation-based equivalences,
both familiar from the theory of concurrency [36]. If one wants to reduce as much
as possible the number of 7 transitions and corresponding nodes, then a trace
equivalence can be considered. In fact, this equivalence abstracts from 7-labeled
transitions and for any computational paths concentrates only on transitions
that are different from 7. A bisimulation-based equivalence is more suited when
one wants to observe how the system evolves step-by-step, even along 7-moves
(preserving the LTS branching structure).

Figure 1 gives an example of the ALTS construction: the original LTS is
analyzed, identifying the observation of interest (Figure 1.a); the abstraction
is applied over this LTS with respect to the selected obs-function (Figure 1.b);
and finally the trace equivalence minimization function is applied. The resulting
ALTS is shown in Figure 1.c. Figure 1.d, in contrast, presents a bisimulation-
based minimization. It can be seen that the latter gives more information on the
original LTS structure.

Taking into consideration that i) the aim of ALTS is to provide a more
compact and analyzable graph, and that ii) the ALTS automaton is built to
highlight only interesting behaviors, the trace equivalence is more suitable for
our purposes.

In [39] we prove that the ALTS generation process is correct and complete,
that is, each ALTS path comes from a LTS path (ALTS does not introduce new
paths) and each LTS path can be mapped onto an ALTS path (ALTS does not
lose information).
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Obs -function:

act0 -> T, actl > T, a

d)

act2 -> d2, act3 -> d3

Fig. 1. a) LTS; b) ObsLTS; c) trace-based ALTS; d) bisimulation-based ALTS

The ALTS derivation is completely automated: we customized the existing
FC2Tools [19], taking advantage of the functions “fc2explicit” and “fc2weak.”
The tools supporting our approach are described in Section 6.

Once the ALTS associated with a SA testing criterion via an obs-function
has been derived, the task of deriving an adequate set of tests according to the
selected test criterion is converted into the task of deriving a set of complete
paths appropriately covering the ALTS.

Given the relatively small dimensions of an ALTS, a tester might consider to
apply extensive coverage criteria on it. However, ALTS paths clearly specify ar-
chitectural behaviors at a higher abstraction level than the original LTS because
they are based on an obs-function applied over the LTS. Thus, one ALTS com-
plete path can correspond to many possible LTS paths. Therefore, less thorough
coverage criteria seem more practical.

We apply here the well known McCabe’s [47] test technique since it is a good
compromise between arc and path coverage in the case of ALTS coverage; in
fact, any base set of paths covers all edges and nodes in the graph (i.e., this
coverage subsumes branch and statement coverage testing).

When considering what to take as the specification of an “architectural test”
we are left with two options. The first option, which is the one we take in this
paper, is to consider an ALTS complete path as the test specification. In this case,
the test is specified at a more abstract level and the tester instinctively focuses
the testing on a restricted set of interactions (those in the ALTS alphabet). A
second option is to identify those LTS paths of which the selected ALTS path is
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an abstraction. Because LTS paths are more detailed than ALTS paths, in this
case the tester would have more information about how to perform the tests,
but also stricter requirements; that is, the tester doesn’t have as much freedom
in choosing the code-level tests. In practice, it might actually be more difficult
to test the conformance of source code to the test specification.

In either case (ALTS or LTS path), an architectural test is essentially a
sequence of system actions that are meaningful at the SA level. They can be
represented by UML-like sequence diagrams in which each box represents a SA
component, while arrows represent actions performed by the components, i.e.,
the (A)LTS labels. The difference in the two options is the level of abstraction
at which the sequence is described.

To derive from an ALTS path one or more corresponding LTS paths, we have
developed an algorithm, described in [39]. The idea is that after an ALTS-based
set of paths has been chosen, we can find out what the selected observation
function is hiding; that is, we can identify those LTS paths corresponding to the
selected ALTS path. This step could also be automated by adapting the Test
Generation and Verification (TGV) tool [20], inside the Caesar/Aldebaran [13]
toolset (see also Section 7.2).

In this process, we may find many LTS paths corresponding to an abstract
path. The strategy we applied for reducing the number of LTS paths is a transi-
tion Tules coverage criterion: for each ALTS path, we want to derive enough LTS
paths to cover as many transition rules as possible, in a sense trying to consider
all possible system behaviors corresponding to an abstract test sequence.

4.2 Test Execution Stage

In this section we will try to understand how a tester can use the architectural
paths to actually test whether the source code conforms to the architectural
description.

Of course, the two problems of traceability and test execution, introduced in
Section 2.1, remain. Note that the traceability problem is here even exacerbated
by the distance between the code and the SA-level of abstraction, which is nec-
essarily high. Several researchers have recognized the importance and difficulty
of this problem [48, 41], but no one has yet found a general solution.

In our analysis, we identify different factors characterizing the mapping be-
tween the two levels: the development process, the relationships among archi-
tectural components and the source code, and the SA-level of abstraction.

If a well-formalized architecture-based development process is in place, SA
specifications can be used to formally drive the generation of low-level design
and code, and thus the correspondence is maintained throughout the process.
For instance, some ADLs (such as C2ADL [11] and xADL [16]) provide devel-
opment support for implementing software architectures in Java and C++ [12].
Explicit mapping rules drive the source-code implementation of architectural
components, connectors, and messages via objects. However, such a process can-
not generally be assumed, and would severely restrict the software developer’s
choices. Moreover, rigorous formal approaches to relate architectural elements
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and code are not yet current practice in SA-based processes, as illustrated for
instance in [4, 27].

In our experience, due to real-world constraints, SA specifications and low-
level design have been intermixed without any formal mapping. While this is
certainly not an ideal process, it is a realistic and plausible approach. In general,
the problem is to provide a way to identify a sequence of low-level operations
implementing a high-level behavior.

We first analyzed the system implementation to understand how architectural
actions (e.g., high-level functionalities) are implemented in the code by sequences
of partially ordered code level operations.?

Assuming for instance that the SA is implemented in Java, we map actions
into sequences of method calls. If each action is implemented, at the low level,
by a sequence of methods calls, it would be useful to understand how sequences
of these actions (i.e., an architectural test) are implemented by the source code.

Two alternatives may be taken into account: i) each action is implemented
by a sequence of operations, and they run sequentially; or ii) the actions can
run concurrently. In the former case, a sequence of architectural actions is im-
plemented by the sequential execution of the respective low-level sequence dia-
grams. In the latter case, the operations may interleave with each other. Note
that in this context, “act; before act;” (where acty, is a generic action) does not
mean that all the operations implementing act; must run before all the opera-
tions implementing act;. It means that some operations that identify the action
termination must be executed following a given order, whereas the others may
be run in any order.

We finally run the code and evaluate the execution traces with respect to
the expected ones to analyze the source code conformance with respect to the
architectural behavior. To execute the desired test sequence, one can use either
a deterministic or a nondeterministic approach (see Section 2.1).

In summary, the approach we devised can be conceptually decomposed into
four substeps:

1. the SA path to be tested is represented as an ordered sequence of events.
For instance, UML [45] stereotyped Sequence diagrams [24] can be used to
represent these scenarios, where each box represents an SA component, while
arrows represent actions performed by the components;

2. for each action in the SA path, the tester identifies the code level sequence
(again, for instance, specified as UML Sequence Diagrams) implementing its
behavior. These sequence diagrams represent how one action of the SA path
is implemented in the code;

3. given the SA path to be tested, the tester combines the code level sequence
diagrams corresponding to each action. The global sequence diagram so ob-
tained represents a source code scenario implementing the SA path. The
technical details of this step are discussed in [9];

3 Note that more than one implementation sequence, might correspond to one LTS
action. In such cases, to test the architectural action, all of them should be consid-
ered.
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4. the tester runs the code to check whether the sequence diagram generated
in substep 3 is correctly implemented by the system. Since the system runs
several concurrent processes, in general it is very difficult to trace system be-
havior. In fact, multiple executions of a concurrent program with the same
input may exercise different sequences of interactions and may produce differ-
ent results. A pragmatic approach here is to apply nondeterministic testing
for some attempts; if the expected sequence of events is not observed, then
a deterministic approach [14] could be applied to force the desired behavior.

Implementing each of the above substeps, in practice, involves several difficult
problems, as we discussed in [9].

5 An application example

Collaborative writing (CW) is one discipline of the multi-disciplinary research
area known as Computer Supported Cooperative Working (CSCW). Collabora-
tive writing is defined in [32] as: “the process in which authors with different
expertise and responsibilities interact during the invention and revision of a
common document”. A CW system involves two or more people (geographi-
cally distributed) working together to produce a common document. CW sys-
tems are often categorized according to the time/location matrix in two major
groups. First, there are systems supporting synchronous editing. This group of
CW system provides changes to the cooperative team partners (i.e. authors and
co-authors) in real time. The second group is related to asynchronous writing
tools. To better support all the CW stages, in literature have been proposed also
semi-synchronous CW systems supporting the integration of asynchronous and
synchronous styles of work. Since semi-synchronous CW systems seem to be the
best solution for the complete support of all the activities related to the CW we
focus on such systems.

The actors of a CW system are authors, co-authors and the manager. The
manager divides the work of writing between groups of users (authors and co-
authors). She will provide document templates, links and whatever may be of
help to the realization of the document. Authors can be required to write a
specific portion of a book/paper. They have to observe the document formats
proposed by the manager and they can delegate one of more co-authors to pro-
duce portions of the document. The realization of such a document foresees a
certain cooperation, and information exchange, between the manager and au-
thors, between the authors and co-authors and among the authors themselves.
A list of requirements a CW has to implement is described in [26].

From an architectural viewpoint, a CW system operates in a heterogeneous
hardware environment where authors can edit, change and exchange documents,
which are stored in a shared database. The CW software architecture we use in
this paper is borrowed from [26]. This CW system is a three-tier application
composed by the following four components:



14 Bertolino et al.

DBO
updatel, update2,
queryl resi| [res2 query2
CWE DSS
info, fa||2, ok,
reg, unreg, faill rview,
strEd, grpEd, wview, open, clpse,
lIn, 10ut, read, write,
accEd, accSh, replicate
hist,

Fig. 2. A Software Architecture description of a CW system

— an Integrated User Interface (IUI): it is an integrated environment of tools
for editing, navigation, display of awareness communication among the group
members and import and export of data from external applications;

— a CW Engine (CWE): it provides all services useful to perform a group
activity in the CW context. It handles a list of CW activities, such as, user
registration and deregistration, user login and logout, users group definition
and editing;

— a Document Storage Service (DSS): it is an abstraction of the physical con-
tainer of the shared documents that are logically partitioned according to
their structure. In an asynchronous working mode we use version-controlled
documents. In a synchronous working mode it is shared among the users and
we have to use pessimistic concurrency control;

— a Database Object (DBO): it stores all group awareness information useful
to support a group activity.

Figure 2 shows the CW SA. It depicts the different components, the architec-
ture topology and the list of services each component provides and/or requires.
The meaning of each service is explained in [26]. The notation IUI, means that
many instances of the IUI component can be present at the same time. The
behavior of each component (in terms of services required and provided) has
been specified using the Finite State Process (FSP2) [21] process algebra. Each
component behavior is described by an LTS which is automatically generated
by the Labeled Transition System Analyzer (LTSA) tool [31].

By running the LTSA tool on the CW FSP specification (assuming that two
IUIs are working concurrently), we obtain a (minimized) LTS composed of 47
states with 76 transitions (assuming only one IUI is connected). On this we



Lecture Notes in Computer Science 15

apply the method for test selection described in Section 4. A list of interesting
observations we could make on this global LTS includes:

1. Interaction between a subset of the architecture components;

2. Scenario-based testing (given a selected interaction scenario, we want to test
a subgraph implementing only such scenario);

3. Input/Output for a selected component only.

In the following of this section, we propose samples of the first two observa-
tions listed above.

Related to the first observation (interaction between components), we focus
on the following testing criterion: “all those behaviors involving the interactions
from IUI to CWE”. This criterion needs to be formally expressed by an obs-
function. In this case, D will contain all and only the actions (i.e., elements
of the LTS alphabet) that specifically involve the communication among the
selected components. Such actions are “reg”, “unreg”, “strEd”, “grpEd”, “lin”,
“lout”, “accEd”, “accSh”, and “hist”. Figure 3 shows the obs-function defined
for the given criterion, called TUI-to-CWE obs.

D ={reg, unreg, strEd, grpEd, lin, lout, accEd, accSh, hist}

obs (reg) = Register

obs (unreg) = Unregister

obs (strEd) = Structure Editing

obs (grpEd) = Group Editing
obs(lin) = Login

obs (lout) = L ogout

obs (accEd) = Access to Documents
obs (accSh) = Access | nfor mation
obs (hist) = History

For any other T, obs(T;) =tau

Fig. 3. Obs-function for the IUI-to-CWE testing criterion

Given the IUI-to-CWE criterion, and by applying reduction and minimiza-
tion algorithms, we have derived the ALTS depicted in Figure 4 (label SO identi-
fies the initial state, that in this example also coincides with the only final one).
This ALTS represents in a concise, graphical way how the IUI requires services
to the CWE component.

Following the McCabe’s path coverage criterion [47], we can select NP = m
- n + 1 independent paths, where “m” identifies the LTS arcs and “n” the LTS
nodes. NP is “precisely the minimum number of paths that can, in (linear) com-
bination, generate all possible paths through the module” [47]. Applying this
metric to the IUl-to-CWE, we can get 8 independent paths as listed below:
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Register, Unre?ﬁjAccaslnformation, History

L ogouyt

Structure
Editing

Editing

Fig. 4. ALTS for the IUI-to-CWE testing criterion

StructureEditing GroupEditing AccesstoDocuments Logout Logzn
Pathl: Sy — S — Sy — S3 S

So

StructureEditing GroupEditing AccesstoDocuments StructureEditing
Path2: Sy — S1 — S4 S3 —

GroupEditing AccesstoDocuments Logouf Logzn
S1 — Sa — S3 S5 — So

StructureEditing GroupEditing AccesstoDocuments Logout Login
Path3: Sy — S1 — Sy — S3 — Sy —
Logout Login
Ss S5 — S
Login
Path4: S; — Sy
Logout Logzn
Pathb: SO — 5 So
AccessInformation StructureEditing GroupEditing AccesstoDocuments
Path6: Sy - S3 — S — Sy —
Logout Login
Ss S5 — So
Logout Login Logout Login
Path7: SO SQ 53 55 S()
Logout Login Unregister StructureEditing GroupEditing AccesstoDocuments
Path8: S() SQ 53 53 — Sl — 54 —
Logout Login Logout Logzn
Ss Sy — S35 — S5 So

Some of these paths are particularly interesting for testing purposes. For ex-
ample, paths 1 to 3 show how the TUI component can initially edit the document
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structure, edit information on other authors, access the document, and eventu-
ally logout from the system. Path6 considers the case where an author initially
checks how other authors are modifying the paper, then, starts accessing the
paper and finally logouts.

Related to the second observation (the scenario-based one), we define the
following testing criterion: “the OPEN scenario, i.e., all the operations related
to the execution of the open action”. This criterion is called OpenScenario_Obs
and is formally expressed by the obs-function in Figure 5: “pre” is a path of
actions performed before “open”, “postOpen” is a path of actions performed
after “open”, while “postZ” is a path of actions performed after “z”, which
generically denotes an alternative path to Open.

obs(pre.open.postOpen) = pre.open.postOpen
obs(pre.z.postZ) = pretau, with z different from open

Fig. 5. Obs-function for the OpenScenarios-Obs testing criterion

Figure 6 shows the ALTS for the OpenScenario-Obs. Label SO identifies the
initial state, that is also a final state. There is another final state, that is labelled
as S4.

close

open query2 res2 ok replicateupdate? Icopy lout updatel lin queryl resl info  write update2

update2

Fig. 6. ALTS for the OpenScenarios-Obs testing criterion
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A list of ALTS test paths, derived according to McCabe’s technique, is the
following:

lin queryl resl faill
Pathl: SO — S SQ i 53 So

lin queryl resl info open query2 res2 fail2
Path2: SO — Sl — SQ i Sg, 54 Sr 6 —— S7 S4

lin queryl resl info open query2 res2 close
Path3: S — S; "— Sy — S3 — 54, — Sj S¢ —> S7 —> Sy —

update2
Soq — Sy

que'ry2

Path4 SO ﬂ Sl queryl 52 resl S3 info 5,4 open 55 Sﬁ res2 57 _) Sg write

update2 wuiew close update2
S20 Sa1 — Sg — S — 5

lin queryl resl info open query2 res2 read
Path5: Sy — 51 Sy — S3 — Sy — Sy S — S7 —> Sg —

updateQ rouiew close updateQ
522 SQB SS S24 S4

lin queryl resl info open query2 res2
Path6: So i Sl Sg S3 S4 S SG — S7 i
replzcate updateZ lcopy lout updatel lin queryl resl
Ss So S10 — S11 — Si2 S13 — S S15

info write updateQ lwview close updateQ
S16 — S17 — Sis S19 — Sy — S Sy

Pathl shows how the precondition for the execution of the “open” action
may fail. Path2 shows that the open action may fail. Paths 3 to 6 describe the
sequences of actions that may happen when an open is successfully performed.

6 Approach Automation

In our approach, we used several tools to implement the different steps. Initially,
an architectural language is used to specify our software architecture. An LTS
model of the SA dynamics is then automatically generated from this specifica-
tion, and abstraction and minimization are applied over the LTS to build an
Abstract LTS. Finally, we instrument the source code to analyze the CW behav-
ior with respect to the architectural tests. Figure 7 summarizes the framework
we use:

FSP SA
specificatig LTSA Tool LTS LTS Abstractor ALT;S
(using FC2T ools)

Fig. 7. The framework
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1. The Finite State Process (FSP) [21, 34] process algebra is used to specify
software component behaviors.

2. The LTSA tool [31] takes an FSP SA specification and gives the corre-
sponding LTS as a result.

3. The LTS Abstractor builds abstracted views of the LTS (based on the
previously discussed theory). It has been implemented by using the existing
FC2Tools [19].

The FSP language provides a concise way of describing LTSs; each FSP
expression can be mapped onto a finite LTS and vice versa. The FSP specification
is based on the definition of processes, whose behavior is modeled by LTSs; each
process instance implements an architectural component; several processes can
be combined (with a parallel composition operator) to describe the interaction
between different processes. An FSP specification comprises a declarative section
defining variables and ranges, a section defining the process initial state, and a
section describing the other reachable states. Semantically, an FSP process waits
for an action (e.g., for receiving messages), performs actions (e.g., for sending
messages) and changes its state. The LTS alphabet is composed of the exchanged
messages.

Figure 8 shows a portion of the FSP specification for the CW system. For
those not familiar with FSP, Figure 8.a specifies the behavior of the TUI compo-
nent. The prefixes “in_” and “out_” identify which are IUI’s inputs and outputs,
respectively. Figure 8.b is used to put the various processes in parallel, specify-
ing how the LTSs cooperate. This specifies how the CW system behaves, that
is, how the IUI, DBO, CWE, DSS and DBO processes have to be put in parallel
to describe the whole system behavior.

Each FSP process can be described by an LTS model that contains all the
states a process may reach and all the transitions it may perform. The LTSA
tool supports the FSP language by automatically generating the LTSs of each
FSP process. The tool provides graphical and textual visualization of the result-
ing LTSs, allows for evaluating process properties (i.e., safety, deadlock, reach-
ability), supports specification animation to facilitate interactive exploration of
system behavior and can be used to put different processes in parallel. This last
feature allows us to obtain a global LTS model of the system.

The observation of the LTS via an abstraction mechanism has been imple-
mented by using the FC2Tool. In particular, we took advantage of a function
called “fc2explicit” provided by the tool for comparing two “.FC2” graphs. The
first graph is the one we want to abstract (the architectural LTS), and the second
one (in the following, Obs-graph) is a graph we generate once the observation is
specified.

By running the “fc2explicit -abstract LTS.fc2 Obsgraph.fc2 > ALTS-nm.fc2”
command, we can compare the two graphs and generate a non-minimized ALTS.
The “fc2explicit -<opt> ALTS-nm.fc2 > ALTS.fc2” command generates the
minimized graph, i.e., the ALTS.
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[** |UIl Component */ a)

IUI = (out_lin -> STEP1),

STEP1 = (in_info -> STEP2|in_fail1-> UI),
STEP2 = (out_lout -> |UI| out_reg -> in_info -> STEP2Jout_unreg -> in_info -> STEP2|out_accSh -> in_info -> STEP2|out_hist -
in_info -> STEP2| out_strEd -> out_grpEd -> out_accEd -> in_info -> STEP2 | out_open -> (in_fail2 -> STEP2|in_ok -> STEP3)),
STEP3 = (out_close -> STEP2 | out_read -> in_rview -> STEP3| out_write -> in_wview -> STEP3|

out_replicate -> in_lcopy -> out_lout -> out_lin ->in_info -> out_write -> in_lwview -> STEP3).

||ICW = (1UI||DBOJ|ICWE|DSS)/
{out_lin/in_lin,
out_info/in_info,
out_faill/in faill,
out_fail2/in_fail2,
out_lout/in_lout,
out_reg/in_reg,
out_unreg/in_unreg,
out_strEd/in_strEd,
out_grpEd/in_grpEd,
out_accEd/in_accEd,
out_accSh/in_accSh,
out_hist/in_hist,
out_open/in_open,
out_closefin_close,
out_read/in_read,
out_write/in_write,
out_replicate/in_replicate,
out_ok/in_ok,
out_rview/in_rview,
out_wview/in_wview,
out_lcopy/in_lcopy,
out_updatel/in_updatel,
out_queryl/in_queryl,
out_resl/in_resl,
out_update2/in_update2,
out_query2/in_query2,
out_res2/in_res2,
out_lwview/in_lwview}.

Fig. 8. CW FSP Specification
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7 Putting the Approach in the Global Picture

We have described so far an original approach for the derivation of SA-based con-
formance test cases. Our aim is to integrate this approach in industrial practice.
This requires that the approach is enhanced in two dimensions: standardizing
the input modelling notation, i.e., the SA description; and, increasing the degree
of automation, that can be done efficiently by exploiting existing tools.

7.1 Standardizing SA Description

SA stakeholders in academia and in industry understand SAs in different ways,
use them with different goals and unfortunately, specify them with different
formalisms. Researchers have proposed formal ADLs in order to make auto-
matic analysis and validation possible. Practitioners use more informal notations,
sometimes, just simple box-and-line notations.

As a way to provide a standard notation to describe SAs, the Unified Mod-
eling Language (UML) [45] is more and more used. UML has now gained a wide
acceptance as the de-facto standard for object oriented modeling. Although its
original purpose was for detailed design, its extension mechanisms (i.e., the pos-
sibility to extend the UML semantics associated to modeling elements) make
it potentially applicable in contexts outside the object-oriented world (e.g., [15,
29]). Moreover, its multi-view modeling approach [30] allows to use different
diagrams to describe different system perspectives.

In the last few years, various approaches to incorporate architectural descrip-
tions in the UML framework have been proposed. In [35], the authors discuss
two different approaches, adhering to the requirement that the resulting notation
still complies to standard UML.

In the first approach, UML is used “as is”, i.e., the existing UML notation is
used to represent SAs. One relevant drawback of this approach is that specific SA
concepts (for example, connectors and rules) do not have direct counterparts in
UML. Moreover, UML imposes structural and compositional constraints which
do not apply to SA descriptions and viceversa.

The second approach, instead, constrains the UML meta model using UML
built-in mechanisms. It has been used to formalize architectures in C2, Rapide
and Wright [11, 33, 2]. However, application of this approach showed that the use
of the formal Object Constraint Language (OCL), in order to extend the UML
standard notation, strongly limits the use of UML tools to support architectural
models. Moreover, the ambiguity still existing in the UML semantics, makes it
difficult to model some architectural concepts.

This research direction can also be relevant for testing purposes, because
UML-based testing is a very active research area (e.g., [3,1, 10]). For testing, we
need to express besides the structure also the behavior of the architecture under
analysis. As already said, behavioral modelling is in fact the key instrument in
SA conformance testing. For instance in [35], state diagrams have been used to
specify behavioral information.
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Indeed, the use of a UML compliant model for SAs would allow us to export
results from the UML-based testing area to the SA domain.

Several methods and tools for UML-based testing have been proposed. None
of these however focuses explicitly on testing of the SA. An ongoing European
project for automated generation of test cases from a UML model 4 is AGEDIS
[1]. Interestingly, the system model it takes in input is essentially composed
of class diagrams, for describing the system components, and state diagrams,
for describing the behavior of components, plus stereotypes and tagged values.
This coincides exactly with the basic set of diagrams identified in the second
approach of [35]. Therefore, it is possible that a tool such as AGEDIS could be
adapted to SA-based testing. However, even though the notation and underlying
techniques are the same, conceptual differences exist and should be investigated
by experimentation.

7.2 Importing Automation from Existing Tools

If we rethink our approach in terms of the existing and now well-settled theory of
conformance testing from formal specifications (as summarized in Section 2.2),
it is evident that from a technical point-of-view several commonalities exist.

Indeed, the methodology and tools used are basically the same. The behav-
ior semantics of the system is expressed in both cases by LTSs, possibly with
some extensions (in Tretmans’ testing theory IOTSs, including input and out-
put labelling of events). On the LTS model, formal methods need to be applied
for restricting the analysis to relevant classes of behavior, because an exhaus-
tive coverage of the LTS is not feasible. More precisely, we need a technique
for reducing the possible sequences of transitions to a limited number of test
sequences. In our approach we have used an observation function on the LTS
which finally (after renaming and reductions) gives back an ALTS. On the ALTS
we can then more easily identify a set of test sequences, but as we have shown
these are very abstract and far from the concrete level at which these tests have
to be eventually executed. In contrast, in TGV, the identification of relevant test
sequences is made by specifying a test purpose. Given a test purpose, a set of
paths on the LTS is derived which satisfies the test purpose and corresponds to
a set of test sequences, defined over the LTS.

Roughly, a test purpose would correspond in our approach to a path on the
ALTS. Intuitively, then, we could in principle reformulate our approach within
the context of TGV (by translating the obs-function in terms of guidelines for
deriving a test purpose), with the advantage of being able to use a well devel-
oped and mature set of tools [13]. Actually, the above cited AGEDIS project [1]
incorporates the TGV algorithms.

However, the intermediate step of the ALTS is not explicitly supported in
TGV, and we believe that it introduces a useful and intuitive means for reasoning
at the complex architectural level by separately considering differing classes of

4 More precisely, a subset of UML, called the AML, for Agedis Modelling Language,
has been formally defined.
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behavior. ALTSs offer specific views of the SA dynamics by concentrating on
relevant features and abstracting away from less interesting features. ALTS is
a graphical tool we provide that allows the software architect to more easily
identify those behavioral patterns that are meaningful for validation purposes.

Conceptually, there are significant differences between our approach and ex-
isting ones:

i) The SA description tries to capture SA-relevant behaviors alone, while
abstracting away other system functions. Thus, our tests specifically belong to
the integration testing stages and certainly do not aim to test the system as
completely as possible, as in traditional specification-based test approaches.

ii) The abstraction level of the reference model and its relative “distance”
from the implementation under test varies much in the two contexts. In SA-based
testing, this distance is purposely very high, whereas in existing approaches to
specification-based testing, this is often thought as being low. In other words,
a high abstraction level is a basic assumption of our approach, whereas tradi-
tional approaches require a close distance between the reference model and the
implementation.

8 Conclusions and Future Perspectives

As testified by the collection of papers in this book, SA can play an important
role throughout the software life cycle. However, while the literature is rich
in approaches for design and analysis based on SA, relatively little has been
proposed so far for SA-based testing. Our research investigates how the SA
concepts, methods, and tools can be usefully exploited in the conformance testing
of a large distributed system against its high-level specifications.

Our approach to SA-based testing essentially consists of deriving a set of
architectural test sequences by covering abstracted views of the LTS description
of the SA behavior. We have here illustrated it on the CW case study.

Our experience in using the approach on some real-world case studies re-
vealed that practical difficulties can hinder its direct application in industry.
Deriving suites of architectural test cases according to some notion of coverage
may be relatively easy, with the support of adequate tools. What can be more
complicated is to subsequently establish a relationship that maps these high-level
test sequences on concrete, executable test cases. The problem arises especially
in absence of a rigorous, formalized refinement process from the SA specifica-
tion down to the source-code, as it is still common industrial practice. In our
view, the only means to investigate such a tough problem is through empirical,
hands-on investigation.

On the other hand, we might not even have a global architectural model at
our disposal. This can happen for several reasons: i) architectural components
may be described through complex models, in terms of states and transitions
and putting these models together may give rise to a state explosion problem. ii)
The architectural models may be incomplete, which means that some component
behaviors are unknown or components are not completely specified. These may
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be very common situations in industrial contexts. We thus are investigating the
possibility of generating abstract observations and test sequences directly from
partial architectural models.

As discussed in the paper, future developments of the approach will encom-
pass on one side the possibility of using the standard UML notation for modelling
the SA behavior. This can be useful in two respects: for pushing the industrial
usage of rigorous SA-based testing methods, and for exploiting the rich reposi-
tory of UML-based test techniques. On the other side, we are also investigating
the relation between our approach and the framework of conformance testing of
distributed reactive systems, already implemented in the TorX and TGV tools,
and under development in the AGEDIS tool.

Finally, empirical investigations on more case studies, possibly developed by
using different development processes and programming paradigms, are neces-
sary to further generalize and refine the approach.
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